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What is ATM card skimming?

ATM Skimming is a world  -wide problem

Skimming is a method used by criminals to capture
data from the magnetic strip on the back of an ATM
card

The devices used are  smaller than a deck of
cards and are fastened in close proximity to, or over
the top of t he-inatdlibticcardréadert or vy
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What is PIN capturing?

Per sonal | denti fi cation Number (AP
world -wide problem

PIN capturing refers to a method of strategically
attaching cameras and various other imaging devices
to ATMs to fraudulently capture PIN numbers

Once captured, the electronic data is encoded onto
fraudulent cards and the captured PINs are used to
withdraw money from customersod6 acc.
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Spotting devices on an ATM

A Light diffuser area

A Speaker area

A ATM side fascia

A Card reader entry slot

A ATM keyboard area
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Skimming devices
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Skimming devices: spot the difference

- Normal fascia

An unadulterated ATM fascia . The
flashing lead -through entry indicator
can be easily seen.

Note : Most skimming devices will
obscure the flashing entry indicator.
This detail serves as a vital clue in
identifying suspect tampering.
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- Skimmer device attached near
the card reader slot

Although the device has been given
the appearance of being a standard
part of the terminal, it is in fact an
additional fitted piece - clearly
different from the photo on the left.

Note: No flashing lead -through light
can be seen & the shape of the bezel
Is clearly different.
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Skimming devices

An example of
a skimming
device being
Opi gogayc k e d 6
onto the card

reader j
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Skimming devices

Another

example of a
skimming

device being
installed on

t he ATMOS

reader
| v
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e. Now t ake
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Skimming devices

An example of

where a hole was

made in the fascia

to insert a

skimming device.

The fascia plate

was then replaced =
to conceal the

entry point
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